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Outline

A Describe how PopMedNet (PMN) powers distributed health
data networks (DDNSs)

A Describe PMN software design & features

A Menu-Driven Query (MDQ) tool

A Problem & use cases
A Solution & Challenges

A Distributed Regression Analysis
A Current status, opportunities & next steps
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Distributed Health Data Networks

A Distributed health data networks are increasingly used
to conduct clinical and observational research

A PopMedNetpowers efficient, privacyprotecting,
public health research and surveillance activities within
distributed networks

A PMN is a mature platform that is used by 100s of
organizations

A PMN offers a variety of query tools used in several
IargeaOIfS RAAONRAOdDzOSR RIF O
t/ hwySid FYyR C5! Qa {SYuUuAy!

/@;) ROBERT H.SMITH
"‘},7, Vo SCHOOL OF BUSINESS
s\ CHIDS isidabsirarom



PopMedNet (PMN) Platform: Powerinc
Distributed Data & Distributed Analysis
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Mature architecture using an approach shown toaweepted by
health plans, clinical sites and other data holders

Data partnersnaintain controlovertheir own data
Distribute codeto partners for local execution
Sites Provide resultsnot data, to the requestor
Standardize the data usingcammon data model

All activitiesaudited andsecure

A Meets theprivacy, proprietary, security, and research integriemands
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Especially well suited fanulti-site, multi-use networks

Contribute to the Learning Health Systeby providing a socto
technical platform to support the people, process, technology
contributing to knowledge generation
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How It works: A Common Data Model

A Common Data Models (CDM) providenachanism for
efficient sharing of health data for secondary usesesearch
and public health surveillance

A Agreed uporstructure for capturing data

A Data ownersnap their source datde.g. EHR, registry data,
administrative claims data) into the CDM format including

A Table names

A Variable names

A Value sets

A Data formatting specifications

A Database or data repository implementations

A Typically leveraghealth IT standard coding systems and
vocabularies
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Multiple Networks Sharing PMN

Infrastructure

A Each organization caarticipate in multiple
networks

A Each networlbenefits from architecture and
security improvementsvhile maintaining their
unique governance and policies

A Networksshareanalytic tools, lessons learned, and
system improvements

A Each networlcontrols its governancend
coordination

A Funding from each network is leveragettross
Initiatives to contribute to the core PMN platform
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Key Software and Security Features

Secure, private muHlcenter research network

Open source application

Data partners maintain control of their data

Flexible governance, access control, permissions, and auditi
Mature documentation and saip procedures

Scalable: easy to add new data, new partners

Interoperable with other networks using the same software
(PopMedNet)

FISMA compliant tier Ill data center
Annual 3rdparty security audits of software
Annual FISMA&ompliance audits of network operations

Security regularly tested by partners (software and
penetration testing)
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Multiple Networks Sharing PMN

Infrastructure
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PMN Request Cycle: Menu Driven Que

PMN Query Tool Portal —I

PMN
DataMart
Client

PMN
DataMart

Data Source:
RDBMS with Network
CDM Data from Site 1
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PMN
DataMart
Client

PMN
DataMart

Data Source:
RDBMS with Network
CDM Data from Site 2

1. Investigator creates and
submits query to selected sites

2. Individual sites retrieve query
3. Sites review and run query
directly against the CDM

via the PMN DataMart Client

4. Sites review results

5. Individual site returns results
via secure network

6. Requestor views results in
PMN Portal

--Users have options to receive
notifications throughout request
cycle; various automation and
approval workflows available




Problems Identified with the Initial
MDQ Tool

A Legacy Query Composer: Developed for limited use
resulting in scalability issues

A Each query tool was hardcoded for use against a single CDM and
RDBMS
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database
A All changes required manual and redundant haedling

A Queryable terms could not be shared across networks (e.g. if 2
networks wanted to query race data, each query tool needed to be
developed separately, even if the field names and value sets were
the same)

A Changes required the sites to download a new version of the PMN
DataMart Client software in order to respond to a query
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PMN Reqguest Cycle: Menu Driven Que

Menu-Driven
@Query Csas
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Investigator / Analyst
Downloads Request
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Data Partner
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DataMart Admin DataMart Client (DMC)

Review and Run Query
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Challenges to Distributed Querying

A Heterogeneity of technical environments (e.g.
Windows, Linux/Unix)

A Source data systems and refresh cycles populating the
CDMs vary

A Database management system (i.e. RDBMS) flavors a
versions that store the CDM data vary across sites

A Data holders have local IT policies and procedures for
how and where data are stored and accessed

(of course these are just a select list of challenges that need to
be considered)
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Objective

Demonstrate a new architecture and framework for an extensible
point-and-click query interface in PopMedNet (PMN). These tools:

A Address challenges in platform and software heterogeneity in
PCORnet, the largest PMN network

A Are modularized and can successfully target multiple data models
and various technical ecosystems

A Utilize widely adopted standard data exchange formats e.g. JSON,
LINQ, Microsoft Entity Framework, and SQL

Produce consistent and valid results
Provide a simple query tool interface and workflow

Consider workflows for full request lifecycle including integration
points with external systems
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Tools Developed

Menu-Driven Queries (MDQs):

A

>\

> D> D>

PMN interface supports querying terms and stratifications (e.g. Race field) to be
easily repurposed for use against multiple data models and in multiple networks

Investigators can compose a simple or complex MDQ that includes logical
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interface

Include softwareenabled governance to determine what users can query
Support electronic workflows and embedded analytics

Include data model adapters that make the MDQs Common Data Model (CDM)
aware

Modular design for sharing queryable terms regardless of data source

Test Case Inserter (TCI):

A
A

A

Generates databases according to CDM specifications

Custom program that enables users to easily insert synthetic data into a relational
database management system (RDBMS) without requiring the user to have SQL
programming skills

Supports MDQ validation and MDQ prototypes for targeting new data sources
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One Size fits MostMDQ Tool
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*Committed to support the most common
RDMBS versions used acrddSORnet
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Validating MDQs
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